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Disclaimer

This publication contains proprietary information that is protected by copyright. No part of this publication may be reproduced, transcribed,
stored in a retrieval system, translated into any language or computer language, or transmitted in any form whatsoever without the prior written
consent of the publisher, AMI. AMI retains the right to update, change, modify this publication at any time, without notice.

For Additional Information
Please visit ami.com for additional information.

Limitations of Liability
In no event shall AMI be held liable for any loss, expenses, or damages of any kind whatsoever, whether direct, indirect, incidental, or

consequential, arising from the design or use of this product or the support materials provided with the product.

Limited Warranty
No warranties are made, either express or implied, with regards to the contents of this work, its merchantability, or fithess for a particular use.
AMI assumes no responsibility for errors and omissions or for the uses made of the material contained herein or reader decisions based on such

use.

Trademark and Copyright Acknowledgments

Copyright ©2022 AMI. All Rights Reserved.

ami.com

All product names used in this publication are for identification purposes only and are trademarks of their respective companies.
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Agenda

AMI Open-Source Initiatives

SBOM Overview

Firmware Supply Chain Challenges
Strategy

PoC

Call-to-Action
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AMI IS
EMBRACING

O P E N So U RC E Transparency Reliability Security

Driving innovation through  Encourage adoption of industry standard solutions

open-source * Develop with a community-first approach
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Software Bill of Materials
(SBOM)

What:

A Software Bill of Materials (SBOM) is a formal record
containing the details and supply chain relationships
of various components -NTIA

Why:
Compliance: Cybersecurity EO of 2021
Risk Mitigation: Ripple20 - Treck IP stack

Connect. Collaborate. Accelerate.



SBOM Capabilities
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INVENTORY SOFTWARE VULNERABILITY LICENSE INTEGRITY,
TRACKING DEPENDENCIES PROVENANCE PEDIGREE STATUS ATTRIBUTION AUTHENTICITY
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* Binary Objects
* Reference code

* Open-source
Software (0SS)
(TianoCore EDK2)

IHV

Core customizations

Module add-ons

* Tools

Binary Objects
Reference Code
3rd Party 0SS .

IFV

Core customizations
Module add-ons

ODM Customized
Modules

Binary Objects
Reference Code
3rd Party 0SS

ODM

OEM
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Challenges

Tools and processes still in nascent form
— Universally adopted software naming convention- PURL?

SCA challenges
Patch management

Vulnerability management
— Needs to be modern and automated (no more spreadsheets and emails)

How to begin such an effort, get traction, and build momentum?

Ubiquity of SBOM - We need build tools that are just as capable of
generating an SBOM for source code as they are capable of generate
binaries from the code.

How to handle transparency for binary objects?
— How to get an SBOM that corresponds to the binary

Connect. Collaborate. Accelerate.
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Store Complete SBOM in the

Store a reference to an SBOM
in the binary

Measured reference

binary

Consider the flowing approaches:

Method Related

Not dependent on any other
systems to derive complete
SBOM

Small size, easy to update

Little to no size added to
binary

Transparency via SBOM

Software traverses the supply chain in the form of source code and binaries. An SBOM ecosystem must
support the ability to provide an SBOM for the binary or source code representation of the SW.

Adds size to the binary object

Need a system to extract SW
IDs

Need systems to facilitate
fetching BOM for each SWID

Need a system to measure
the binary

Need a system to cross-
reference the measurement
with a DB of SWIDs.

Need a system to facilitate
fetching BOM for each SWID

Embedding coSWID tags in
the binary object

files https://github.com/hugh
sie/python-uswid

Embedding coSWID tags

in the binary object
https://github.com/hughsie/
python-uswid

Intel leverages TPM
architecture to implement
SBOM:
https://uefi.org/node/4261

Connect. Collaborate. Accelerate.
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Strategy

Project® * Crawl, Walk then Run

* |dentify which use cases matter to the supply chain
— Start with use cases needed by current organization

— Create PoCs and socialize
— Pull in supply chain partners to implement a broader industry wide PoC

* Sync up on tooling/formats
* Discover and prioritize use cases of supply chain partners

* Focus on the ability to accurately identify the ingredients in your FW

first
— Good SCA uses snippet checking to find traces of OSS followed by manual

investigation to identify versions of that OSS
— Need to modernize PSIRT/VMS
Connect. Collaborate. Accelerate.
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Firmware Volume information

Guid

FA4974FC-AF1D-4E5D-BDCS5-DACDGD27BAEC
AJEDEBDE-ABD7-48F3-81FB-837656B82077
68000060 -0088 A 5
F1C52D3-D824-4D2A-A2F0-EC48C23C5916
E4AB68F1-5EF1-4ACE-857C-7935F8ABCT08
AFDD39F1-19D7-4581-A730-CEGA27E11548
CEBBABLE-784F-4938-9A49-1588AAB5F4B9
88000060 - 2006 - 5860 - 0000 - BABBB0BBC008
14E428FA-1A12-4875-B637-8B3CCE87FDFBT7
88000060 - 2006 - 5860 - 0000 - BABBB0BBC008
8931 D-1CE7-4837-9D1A-8DF75C13FA2D
61CaF511-A691-4F54-974F-B9AA2172CES3
JBEBDZ21A-A1E5-ACAC-9CA1-ABCI16EECBDOD
61CaF511-A691-4F54-974F-B9AA2172CES3

BE8ERA ARG

elelelslelels ]
80030060

Bee3aa60
Bee3aa60
88818680
Be418680
Be118660
Be118660
BeBABa8e
Beeoaase
BeBABa8e
Beeoaase
Bee7aase
Beeosaase
Be87aa8e
Bgesaass

| Type

67828532-7613-4DD3-9ED7-3D9BE3AYDAG3
899487D7-99FE-43D8-9A21-79EC328CAC21

487D-A14A-ADB5SSFDDACAL
-4A88-9EBF-54F784652F6B
BDCES5SEB-FBAA-4F4E-9264-501A2C24958
FA208568B-5438B-4B2E-81EF-1BABSDAA3ICEC
2BDED685-F
eg F3l

3
AE22891E
1838A6DD-E

22-D2825C82E6160

2CE5604F-A -4D2E-8FDE-D16866C2E1515
582BB4F3-71AB-47B4-BEAE-4736EA196AA4
CDC1CB88D-E6D3-4A42-9229-75F3BEFCF109
- AEBE-98A2-7FEA4B41F12F3
58eDD9ee-385D-11D7 - 833A-086580473D4AEB

-156A-428A-AF62-49864DABEGES

-455D-ACC6-9CAC-7FB86967D2B8
7352AECD-AAAZ -AD3B-8759-C32458B7ESFF
JEB7126D-CA5E-4BD@-9357-7F587C5C9CF9
52C85B14-68B98-496C-BC3B-64B58211D68
C779F6D38-7113-4AA1-9648-EB1633C7D53
91B886FD- 2 -4FAS-A4AD-2EBBAF EG9
90628823C-CO25-4EEB-B699-4AEAAD14T7CBAR
TOAAGBB6-835A-4ADS - ABOA-AGDSAA2TFBE2
C1FBED624-27EA-48D1-AA48-94C3DC5CTEBD
OEA28D33-0175-4788-BEAB-6958516830A5
C7DABBCF-EBOA-4C91-BD8B-FCAS9F28Be11
D2ABCB28-AE13-4E3B-BCEE-SDE362FA4ET2

1C98788A-C67D-4D9B-A9DB-4ACBAE 7TABDOE
CAC3FBO95-33F5-4596-818B-68E624DDB67B
0682C1DOF-88C4-43B7 - BCAE-662AAS6CAET]
-4265-A94D-FD77FEDE2EB4
229A-EBB5-4A21-957D-1D28857CF751
F2D5-85A7-4CAC-8210-8FED4B3CD67D

Beee1736
B88C1E9A
BEBB5AAA
Baee4acA
Bge8s186
860603666
BBBBT7FAZ
80088616
Ba88142A
866e41F2
BB8828BE
Be887332
6686019B6
8880823CA
80088962
Bae8D47E
86860185k
68684304
Ba8easAE
Beel11832

BEe8saFC
Boeesa3C
8a6e8114BE
Baea1382
B08885F9E
868881DCE
BG68a16E
Baee1272
Baeal177E
eeae18ce
8080129A
808002CA
BBe8a5F2
BO08a5A6
Be088A6A
8888854E
[ELELEEERD
80880837A
Bae8a742
B088a5CA
BaeasD5A
B00003E6

Driver
Driver
Driver
Driver
Driver
Driver
Driver
Driver
Driver

Driver
Driver
Driver
Driver
Driver
Driver
Driver
Driver
Driver
Driver

FreeForm
FreeForm
Peim
Peim
PeiCore
Peim
Peim
Peim
Peim
Peim
Peim
Peim
Peim
Peim

Peim
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Firmware File
System
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(DXE)

In Nested FV
[Compressed]

Firmware File
System
information
(PEI)
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SBOM Information

[uSWID]

Product = 'Aptio’

Module = 'IsRecovery'

git-repo =
'‘git@git.ami.com:bootfirmware/aptiov/bkc/cfl.git'
git-commit =
'624605f0a4a883a9ae41fc77078a1c6973bb78a0’

PEI

[uSWID-Entity]

[uSWID-Entity.Distributor]

Name = 'One AMI'

Regld = 'ami.com'

extra-roles = ['Licensor', 'Maintainer', 'Software Creator']

W o =n

o o n

[uSWID-Entity.TagCreator]
Name = 'One AMI'

Regld = 'ami.com'
extra-roles =]

5 =

("N
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Advertisement and Discovery

git-commit =

SWID Info

Binaries

Vulnerability
Report (CSAF)

5| ==

'624605f0ad4a883a9ae41fc77078a1c6973bb78a0'

\

Repo Server

P

Build Server

~

=|F

Source Code
L) L) L)

SBOM

Connect. Collaborate. Accelerate.
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Eco-centric Automation
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Project®

AMD VENDORS ODMs
Nvidia System
Integrators
OEM/ODM /CSP @@’ SCA BOT
Customizations "I SAST BOT
or Extensions GI) DAST BOT
% Auto Build SSDLC Score
Auto Test SBOM
CI/CD Pipeline Creation
SOC
ASPEED [ PLATFORM CSPs
NUVOTON PARTNERS CONSUMERS Telcos
IOTs
HPCs

TESTED & TRUSTED FIRMWARE

Connect. Collaborate. Accelerate.




j" An Open SBOM Ecosystem
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SW
Binary Providers —

International BOM DB

IVEX
- "= Vulnerability
= — | Report (CSAF)

Connect. Collaborate. Accelerate.

SBOMs
with
Hashes

Vulnerability |1 =

Report (CSAF) |5 =
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Build an expanded PoC
» Cross-vendor SBOM consumption tool

v

N NI NN

Silicon Vendors (IHV)
IFV

ODM

OEM

Point of Use (PoU)

Contact AMI (ami.com/contact

ami
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Resources

Executive Order Related: Why we must do it:

. https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity

Com p ute . https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements report.pdf

i ®
Project Ripple20: Why we should do it.

. https://www.jsof-tech.com/disclosures/ripple20/

Who is using SBOM and why:

. https://linuxfoundation.org/wp-content/uploads/LFResearch SBOM Report_final.pdf

Good intro to SBOM use cases:

. OWASP SBOM Use Cases: https://www.youtube.com/watch?v=PNYyMpUey7Y

Good info on industry wide proof-of-concepts and much more generic SBOM info

. https://www.cisa.gov/cisa-sbom-rama

Methods/Tools for associating SBOMs with binaries:

. https://github.com/hughsie/python-uswid (LVFS/Redhat/Richard Hughes' embedded coSWID tags solution)

. https://www.ietf.org/archive/id/draft-ietf-sacm-coswid-21.txt

. https://uefi.org/node/4261 (Intel's approach with TPM/RIM)

Proof of concept

. https://toml.io/en/v1.0.0

. https://en.wikipedia.org/wiki/CBOR

. https://www.ntia.gov/files/ntia/publications/ntia_sbom sharing_exchanging sboms-10feb2021.pdf (Advertisement and Discovery)

VEX

. https://www.ntia.doc.gov/files/ntia/publications/framing 2021-04-29 002.pdf

SBOM Tooling Info:

. https://cyclonedx.org/tool-center/

. https://spdx.dev/resources/tools/

Connect. Collaborate. Accelerate.



https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity
https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
https://www.jsof-tech.com/disclosures/ripple20/
https://linuxfoundation.org/wp-content/uploads/LFResearch_SBOM_Report_final.pdf
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https://www.cisa.gov/cisa-sbom-rama
https://github.com/hughsie/python-uswid
https://www.ietf.org/archive/id/draft-ietf-sacm-coswid-21.txt
https://uefi.org/node/4261
https://toml.io/en/v1.0.0
https://www.ntia.doc.gov/files/ntia/publications/ntia_sbom_framing_sharing_july9.pdf
https://www.ntia.gov/files/ntia/publications/ntia_sbom_sharing_exchanging_sboms-10feb2021.pdf
https://www.ntia.doc.gov/files/ntia/publications/framing_2021-04-29_002.pdf
https://cyclonedx.org/tool-center/
https://spdx.dev/resources/tools/
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Vulnerability

VEX + SBOM example =

* Software includes a vulnerable el e 0 R Sl e :
component . ' :

* SW supplier determines that the —————— e ia
vuln doesn’t affect the built software :
* E.g., relevant code isn’t included by h . »e
compiler )
* E.g., relevant code is present, but not
used or exposed _—

* Supplier issues a VEX with the claim
that the component is “not affected” : :
and no action is required s i e e e T Sy

* Consumer integrates SBOM data, e
vulnerability data, and VEX data to Product
make some risk-based decision

Components With
Disclosed Vulnerabilities

200 Vulnerabilities

| 4

hall

Y
=== 20 Vulnerabilities

https://www.ntia.doc.gov/files/ntia/publications/framing_2021-04-29 002.pdf Report
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