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Outline

 The 2021 Design Specification Template contains a
statement on manageability compliance

HW MANAGEMENT

* The 2021 Supplier Checklist specify how conformance is
determined for a contributed product

e Overview of OCP Baseline and Server Profiles

e Describes the execution and test results of each
conformance tests



2021 Design Specification Template

19. Hardware Management

19.1 Compliance

All products seeking OCP Inspired™ or OCP Accepted ™ Product
Recognition shall comply with the OCP Hardware Management Baseline
Profile V1.0 and provide such evidence by completing the Hardware
Management Tab in the 2021 Supplier Requirements Checklist.
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https://github.com/opencomputeproject/OCP-Profiles
https://docs.google.com/spreadsheets/d/1pag0tn5uBO-S-hSmEr_tXWHkCtZRqOugeg1L6vkMe6A/copy

2021 Supplier Checklist - HW Mgmt Tab

Please answer the following questions Required | Answer Action
Di : : .

id you execute and pass the Redfish Service Validator Ves Upload report!
v1.3.9?
Di : :

id you execute and pass the Redfish Protocol Validator Ves Upload report!
v1.0.2?
Did you execute and pass the Redfish Interop Validator 1
v1.1.7 with the baseline profile? Yes Upload report
\I?idoygu execute and run the Redfish Usecase Checker No Upload report!

"Redfish Conformance Test Suite" - opencompute.org/wiki/Hardware_Management/SpecsAndDesigns
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OCP Profi

€S

Hardware Management Baseline Profile

Server Profile

HW Mgmt Baseline Profile Usage Guide - https://www.opencompute.org/documents/usage-
guide-for-baseline-hw-mgmt-api-v1-0-1-final-pdf

Use Case Manageable Capabilities Use Case Manageable Capabilities (in addition to baseline)
Redfish Interface o Get Redfish version & Unique identifier Svstems o Get list of systems
Account Mgmt e Get accounts 4 e Get information on a system
Session Mgmt e Get sessions Systern inventor e Get the inventory data
. e Get the FRU information ¥ Y | o Getand Set the Asset Tag
Chassis inventory
: : * Getand Set the Assset Tag System location e Get and Set the location LED
Chassis location e Get and Set fofr:oca.tlon LED e Get the type of system
Status * Get status of chassis 3 — System e Get the power state of the system
Power o Get pow'er str:lcte, p?/ver usage and power limit Y o Get status of computer system
o Get vsrsmn of PSU firmware o Reset the system
Temperature * Getthe temperatuI:e hold System firmware | e Get version of system firmware
* Get ]Eempera:cjure thresholds Processor e Get summary of processor information
Cooling * Get fan speeds . Memory e Get summary of memory information
e Get fan redundancies - -
" Get " o Get list of Ethernet interfaces
Log o Cle otghenl v Ethernet e Get an Ethernet interface
" Ge:r ? o8 T for MIC e Get status of Ethernet interface
etversion ot irmware for e Get and set the IPv4 address
Management e Get status of MC - -
. . . ¢ Get boot information
Controller e Get network information for MC Boot Information .
e Set boot device
e Reset the MC
e Get system log
o Get list of system log entries
L
System Log e Get a system log entry
o Clear the log
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DMTF's Redfish Interoperability Lab

e After hosting annual plugfests, the Lab was established in early 2020 at
the SNIA Technology Center in Colorado Springs, Colorado. Plugfests are
run every 2-3 months.

* The Lab allows the Redfish Forum to see how different implementations
may interpret the specification and to gain direct experience with the
Redfish standard and tools. This helps the Forum address
interoperability concerns before end users are affected.

 DMTF Redfish Forum members may provide equipment which are made
available for interoperability testing

https://www.dmtf.org/content/dmtf-announces-redfish-interoperability-lab-drive-industry-collaboration Q A
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Test Execution Process

* Download and Install Test
¢ Python 3.x environment

* Execute Test
* Edit the config file
e Test report generated in HTML and txt format

* Inspect results
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Redfish Protocol Validator

Validates that the protocol behavior of a service conforms to the Redfish Spec

e |nstall

$> pip3 install -r requirements.txt

* Execute

$> python rf protocol validator.py -r
https://192.168.1.100 -u USERNAME -p

PASSWORD

* Inspect results

##### Redfish Protocol Validator Test Report #####

Redﬁsh

— i & ! \

Tool Version -1L6.l)
Thu Apr 2 15:41:39 2

Thistoo i provided snd maiataiaed b the DMTF. For fedback.ples
the tools Github repository: https:/github. 1y

System: https:/10.2.119.30/redfish/v1/, User: administrator, Password: ********

‘ Ressits Summan)

| Pa 2, W 0, Fail: 37, Not tested: 6

| Protocol Details ]
[PROTO_ETAG _ON_GET_ACCOUNT: “Implementations shall support the return of ETag headers for GET requests of ManagerAccount resources.” |
Result | Method |Status code [URI Message

PASS GET Test pa

PASS GET Test pa

PASS GET Te

PASS IGET
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Redfish Protocol Validator - Testing

| Pass: 328, Warning: 0, Fail: 9, ‘Nol tested: 40

I Protocol Details

= PROTO_ETAG_ON_GET_ACCOUNT: "Implementations shall support the return of ETag headers for GET requests of ManagerAccount
Protocol Requirement ——>

resources.'

Result Method Status code URI Message
. . redfish/v1/AccountService/ .
Test reu lt L > |pass GET 200 PO Test passed
PASS GET 200 redfish/ vl’-AccoumSen-'me Test passed
Accounts/2
P rotocol Req u i reme nt N |PROTO_ETAG RFC7232: "If a resource supports an ETag, it shall use the RFC7232-defined ETag."

Result Method Status code URI Message
PASS GET 200 'redfish/v1/odata Test passed
Test resu lt > |Pass GET 200 redfish/v] Test passed
PASS GET 200 'redfish/v1/Smetadata Test passed

| Bl S

PROTO STD URI SERVICE ROOT: "The root URI for this version of the Redfish protocol shall be /redfish/v1/."

Result Method Status code URI Message

PASS GET 200 /redfish/vl/ Test passed

PROTO _STD URI SERVICE ROOT REDIRECT: "The service shall process the [/redfish/v1] URI without a trailing slash in one of these
ways: Redirect it to the associated Redfish-defined URI, or treat it as the equivalent URI to the associated Redfish-defined URI
(/redfish/v1/)."

Result Method Status code URI Message

PASS GET 200 /redfish/vl Test passed
PROTO_STD_URI_VERSION: "A GET operation on the /redfish resource shall return this response body: {"v1": "/redfish/v1/""}"
Result Method Status code URI Message

PASS GET 200 redfish Test passed

PROTO URI NO ENCODED CHARS: "URIs shall not include any percent-encoding of characters."
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Redfish
Client

Redfish Service Validator

} OpenAPI
JSON describes—  json-schema
OData CSDL
. . ' .
Validates that the service conforms to DMTF's Redfish schema e
Service
° I n Sta I I ##### Redfish Conformance Test Report #####
$> pip3 install -r requirements.txt
1110
Sar
. . . - h
e Edit the COang file Redfis
https:igithub.com/DMTE Redfish-Service-Validator
* See README
ee
Tool Version: 2.0.2
Fri Sep 10 12: 021
(Run time: 0:05:36)
Y This tool is provided and maintained by the DMTF. For feedback, please open issues
Xe C u e in the tool's Github repository: hitps://github.comDMTF/Redfish-Service-Validator/issues
Expand Al Collapse Al Toggle Config
] ] ] Test Summary
$ > P yt hon RedfishServiceValidator Description: My Target System Root Service, version 1.7.0, 88770d6b-744a-4ch4-abb0-c019¢766d215
System: https://10.2.119.33
err.Collection(Drive.Drive): § failProp: §
‘metadataNamespaces: 1134 optionalction: 10
passAction: 18
problemResource: §
ink: repeat: §
[ ) I n S p e Ct re s u I t S serviceNamespaces: 100 skipOptional: 4412
unvalidatedR warnDeprecated: 180
warningPresent
8 failProp errors in /redfishv1/Chassis RackMount HSBackolanel \
Notes.
ext generation O...pdf ~ # Open edge server...pdf A =l Notes (1).txt ~ otes b ~ Sho




Redfish Service Validator - Testing

Response Time

File Origin
Resource Type

Resource URI (schema)

Show Payload H

Payload display toggle

Payload tests results

Errors and warnings

‘ warnmgprezent: | ‘

==

(vesponse time: 0.377106) MessageRegistryFileCollection

:E Show P

redfishiv] Registries
(response time: 0.377106)

Show Results

Context:

File Origin: local?
Resource Trpe:

ileCollection

eCollaction

(200)

[GET Success HTTP Code

t: 1
skipOptional: 1

Raw payload

EN POSSIE

Callection )

FileCollection”,

leCollection Massaz, vFileCollection”

Property Name Value Type Exists Result
@odata context odata [Exists PASS
@odataid 1 Registries odata PASS
FMfessageRegistryFaleCollection M. y
@odata type MessageRegistryFileColleation eReeistFil i [Exists PASS
¢ ; Callection
[Members@odata count |4 odata PASS
@odata.etag 24953027409621 7d7c26b9 7 2da26ea89 odata PASS
> [Membe: array of. MessageRegistryFile
— PASS
/ . PASS
egistries/ Commonhes: PASS
sistries StatusChangeMessages PASS
[Description [Registry Repository PASS
[Name [Registry Repository PASS
Oem - Ogticeal
N No errors.
Mo wams
{

Jredfish/v1/Registries/BaseMessages (response fime: 0.32525) MessageRegistryFile

redfishv] Registries Basehessages




Redfish Interop Validator

Validates that a service conforms to the requirements specified in a profile

* |nstall

 Edit the config file
 See README

* Execute

$> python RedfishInteropValidator

* Inspect results

##### Redfish Conformance Test Report #####

https://github.com/DMTF/Redfish-Interop-Validator

Tool Version: 1.1.8
Thu Jul 15 20:22:19 2021
(Run time: 0:36:58)

This tool is provided and maintained by the DMTF. For feedback, please open issues
in the tool's Github repository: https://github.com/DMTF/Redfish-Tnterop-Validator/issues

Description: No desc
Systenr—0:2:119:32

Profile: ['profiles/OCPServerHardwareManagement.v0_2_4.json']
Schema: None
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Redfish Interop Validator - Testing

Profile requirement resource

Response Time

r
y 74

> /redfish/v1/Chassis/Enclosure.Internal.0-0:RAID.Slot.1-1 (response time: 0.459564) Chassis

/redfish/v1/Chassis/Enclosure.Internal.0-
0:RAID.Slot.1-1

Context: /redfish/v1/Schemas/Chassis_v1.xml

fail. ComputerSyste
ms.ReadRequiremen
iz 1

Payload test results

Errors and warnings

[~

(response time: 0.459564) File Origin: localFile: /SchemaFiles/metadata/Chassis_v1 xml GET Success ass: 4
Resource Type: Chassis vl 11 0.Chassis pass: )
Show Results passGet: 1
totaltests: 5
Payload d ISplay toggle Property Name Value Expected Actual Result

1.0.0 (['Chassis', 'vl_11_0',

Chassis.vl

MinVersion . b = 11 0.Cha PASS
Chassis']) .
ssis
Th? rmal ReadRe Recommended Any DNE PASS
quirement -
.Lmks.ReadRequ Mandatory Must Exist Exists PASS
irement b
ComputerSystem
s.ReadRequirem ||Mandatory Must Exist DNE FAIL
ent
Power.ReadRequ Recommended Any DNE PASS
irement ’
No errors
No warns

OPEN POSSIE
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Redfish Usecase Checkers

e A collection of tools to exercise and validate common use cases
for DMTF Redfish.

One Time Boot Checker
Power/Thermal Info Checker
Power Control Checker
Account Management Checker
Query Parameter Checker

Manager Ethernet Interface Checker
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Call to Action

* Visit the conformance test demo at the OCP Experience Center

* Become familiar with executing and reviewing the test results of the
conformance tests

* Submit issues or asks questions on the repositories. Issues are
reviewed weekly by the Redfish Forum.

OCP Profiles: https://github.com/opencomputeproject/ OCP-Profiles

Redfish Conformance Tests: https://github.com/dmtf
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Thank youl!
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Abstract

OCP 2021 Supplier Requirements provide specific requirements for HW MANAGEMENT

product contribution to OCP in the area of Hardware

Management. Specifically, it specifies conformance to the OCP Baseline
Hardware Management profile as part executing a conformance test
suite. This presentation walks through the process to submit the
conformance test reports for a contribution. This includes a description of

the tools and resultant output.

Time = 15 minutes
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