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Cloud Firmware in ByteDance

Cong Wang, Software Engineer, ByteDance
Nill Ge, Firmware Engineer, ByteDance

Haitao Nie, Firmware Engineer, ByteDance
Shuai Yuan, Firmware Engineer, ByteDance
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ByteDance Cloud Firmware Status Update @

Production! Work in Progress! -

LinuxBoot inuxBoo! ® ClOUd FW 1.0 - LaunChed
: :: * Cloud FW 2.0 - In Progress
\— )

Tiano/EDKII

We are going to share

Traditional Solution CloudFW1.0 CloudFW 2.0 CloudFW 3.0 Wh y
Transition Solution Final Solution Final Solution
on Different
Arch/Platform W h at

Cloud Firmware Solution Roadmap
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Agenda: Execution Flow
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Agenda: Execution Flow
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Firmware Defects @

*  Comparing Linux community, UEFI community is NOT active
* Can'tfix UEFI issue immediately since some key modules are

controlled by IBV
*  Working Model is NOT efficient. /

Hardware improvement:
Core Count
Memory Capacity
Flash Size

CodeBase A

<
<
{

Current Firmware Working Model

Next Generation Firmware? aa
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Firmware Eco-system

I
I FW Production
I
I

. @ Eco-system
. Firmware >|< tianocore
coreboot

Silicon Code
N i/

............... +._._._._._' Difficulty

. Community
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LinuxBoot

1 Boot Time
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Legacy BIOS to UEFI Transition Steps

UEFI Class 0 UEFI Class 1 Production
. from 2008
Legacy BIOS UEIl:I/lPI mterl;aézs
No UEFI/PI interfaces Only legacy
runtime interfaces Done

in 2020

UEFI Class 2 UEFI Class 3

UEFI/PI interfaces
UEFI and legacy BIOS
interfaces

UEFI/PIl interfaces
Only UEFI interfaces
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Agenda: Execution Flow
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Roadmap and its Info
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LinuxBoot

LinuxBoot

LinuxBoot

Tiano/EDKII
Tiano/EDKII
coreboot coreboot
Traditional Solution CloudFW1.0 CloudFW 2.0 CloudFW 3.0
CloudFw 1.0 CloudFw 2.0 CloudFWw 3.0
Key Challenge LinuxBoot coreboot coreboot
Values Linux into Firmware Enabling coreboot Eco- Enabling to other Arch

system
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Cloud Firmware Working Model
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CloudFw Min Platform
I -
I Silicon Code |

Current FW
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Agenda: Execution Flow
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LinuxBoot

SPI Flash

coreboot Slim Bootloader

Firmware HW init

Memory initialized

(f

Linux Kernel

\ Initramfs

https://www.linuxboot.org/
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LinuxBoot Content

Kernel httPS//gi’f.hUb-COm/linuxboot/linux/or
’ linux upstream code
(b u-root https://github.com/u-root/

Linux Kernel Drivers Network etc

Initramfs Application ByteDance

Replace and Enhance Firmware Functions: | Provide a Diskless Linux Environment:

PXE. HTTP boot *  Operation & Maintenance components
Boot Option Manager

Redfish

* System Stress Tools
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Key Example in LinuxBoot

A

UEFI Disadvantage Tl EXE A =Fuinuxeonre Boot -
* UEFI network stack is not powerful - wesa [ mosans |

* Hard to optimize o | )

* etc P e [ vor | P e || wor

LinuxBoot Advantage o | [ ok oo |

 Linux Network Stack is powerful ==

* Independent of firmware vendor ->

. UEFI PXE UEFI HTTP Boot
* There are more linux network e —
eXp ertS Network Bootstrap Programs e e
-
BIOS |mmmmuw _IN— I
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CloudFW 2.0 Status Update

Work in Progress

Jr * LinuxBoot

=\ * More features

-

LinuxBoot

e coreboot Status
* Power Onis done.
‘ * Features evaluation is done.

- SMBIOS, ACPI...
* RAS
* Project was kicked off.

e o

CloudFW 20 Target to Production in 2022 /«’
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Summary

* ByteDance has launched Cloud Firmware 1.0;
* ByteDance is working on Cloud Firmware 2.0 Solution.

Looking forward to seeing more companies collaboration in New Firmware Eco-system!
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Thank you!
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