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SDN 2eS

~ NETWORKING
e Google - a majoruser of SDN in Data Center 1
O Simpler Traffic Engineering 12 - Remate
O Easier Debugging - Network State visible to controller 3
O Control Plane runs on Dedicated Fast Servers <& iﬂ @ e

e SDN & Remote Controller Adoption growing (>4 . &
e e

[1]: Jupiter Rising: A Decade of Clos Topologies and Centralized Control in Google’s Datacenter Network ~
[2]: B4: Experience with a Globally-Deployed Software Defined WAN /
- OCP
s GLOBAL
A SUMMIT ‘
NOVEMBER 9-10, 2021

e Focus: Help SDN go mainstream

[3]: Orion: Google’s Software-Defined Networking Control Plane
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SONiC 2eS

Vendor Agnostic (thanks to SAl and common platform API)
Decoupled Software from Hardware

Enabling rapid innovation

Vibrant Ecosystem

Open Source

Can we extend SONIC to provide an incremental, opt-in path to SDN ?

Focus on customer problems & business opportunities
Build confidence in new infrastructure as we go
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P4 Programs
'st'ai/routing.p4 © NETWORKING

@p4runtime_role(PARUNTIME_ROLE_ROUTING)
@id (ROUTING_IPV4_TABLE_ID)

Ingress table ipv4_table {
ACLA key = {
0 // Sets vrf_id in sai_route_entry_t.
Parser [ Decap [ Extension [ .. Ro';‘:‘ing 'R%’fi: Encap % Eg[:efs > .. —» Deparser locaé];:i:igaiziz:i_igbieex\a;; (E);(;(l) @name("vrf_id")
— -_ E p— R
// Sets destination in sai_route_entry_t to an IPv4 prefix.
'R%f%s headers.ipv4.dst_addr : lpm @format(IPV4_ADDRESS) @id(2)
@name("ipv4_dst");
}
actions = {
@proto_id(1) drop;
D Fixed SAl component @proto_id(2) set_nexthop_id;
@proto_id(3) set_wcmp_group_id;
D Configurable SAlI component (ACL Tables) }
const default_action = drop;
l:] P4 extension size = ROUTING_IPV4_TABLE_MINIMUM_GUARANTEED_SIZE;
}

Test & Hardware Layout
Control Plane e A QY
Verification (for programmable @ A

Contract Plan targets)
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Solution: PINS

e P4 usedto model the SAl pipeline
e SDN protocol: P4Runtime

SDN Workflows &

Controller NETWORKING

o Standard, open, silicon-independent P4Runtime OpenConfig-gNMI
. SDN forwarding control configuration and telemetry interface
o Enables runtime-control of data plane
objects SONiC

e Management protocols: OpenConfig Vendor SAI/ SDK

o Standard, open, widely used -> Switch ASIC

o Already used in SONIC : S Or

Behavioral Model
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Integration - ASIC Programming BeZ

NETWORKING
-

N 1) "nexthop"

™\ same tables 2) "0.0.0.0" Retry on failure

o . 3) "ifname" AN SWitChing
Ex|st|ng SONIC 4) "Etherneto” O ASIC
Applications rl: 32) "ROUTE_TABLE:10.8.8.62/31" e

J 1) "nexthop"
2) "0.0.0.0"
3) "ifname"
4) "Ethernet124"

33) "ROUTE_TABLE:172.16.0.0/16@Vrf5"
SDN Controller P4Runtime 1) "nexthop_group”
2) "group5"

34) "ROUTE_TABLE:192.168.0.0/24@Vrf8"
1) "nexthop" Tryonce,

2) "192.168.0.1" Return status
3) "ifname"
4) "Ethernet8"

—_— @
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PINS Architecture

(Remote) SDN Controller

APP/CONFIG/
RESPONSE DBs

APP_DB Tables

P4RT Tables

Response Tables

1SWSS container

| 4
| )
h port neigh
: [ syncd ][ syncd ] [ ] [VRFOrch] [PortsOrch] [ P40rch ]
1
1
| o o e m - .1( ________________________________________
ASIC/STATE
DB SAl Tables
L 1
:syncd container !
1 1
i [ syncd + vendor SAI implementation ] |
1
! 1

OPEN POSSIBILITI

LEGEND

| Existing module |

| New module |

Existing
Path (black)
New Path

" (dotted bide) >

New Path

< (green) >
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P4Runtime App

e New Docker container
e Writes controller intent to

APPL_DB

e Features
o Arbitration
o Readback support
o P4Info Upgrades

OPEN POSSIBILITIL

SDN Controller

APPL/ Existing P4RT Response
CONFIG Tables Tabl Tabl
'swss container
1
1 port |[ orch |( intf P4RT :
| syncd | | agent | | syncd Orch Agent i
1
ASIC/STATE/ Existing SAl
COUNTERS Tables
_____________________________________
1syncd contai
1
[ Vendor SAl Mapping ]
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P4 Orchagent 2e2

SDN Controller

* New orchagent in SWSS
o Parses APPL_DB entries, [][][]
o Maintains objects, refcounts | ——— e T
o Translates intent to ASIC_DB Conric | Tavles | | Taes || Toes | /

* Handles ordering dependencies {SWSS contaner
o el

« Supports response path e

ASIC/STATE/ Existing SAI
COUNTERS Tables

| ,/
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Example: Installmg a route

Controller

APPL / — y APPL D
APPL STATE/ Existing PART Response ||| . ____
CONFIG Tables Tables Tables

I1SWSS container

1

: port orch intf

: syncd | | agent | | syncd
1

ASIC/STATE/ — _ASICD
COUNTERS EX|st|ng SAl Tables

'syncd container Yy

' [ Vendor SAl Mapping ]i

OPEN POSSIBILI
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P4RT RPC

==

[

<

i
*

|

RPC: Write
type: INSERT
ipv4_table_entry
match
vrf_id: "vrf-8"
ipv4 dst: "192.168.0.0/24"
action: set_nexthop_id
nexthop_id: "s1"

PART : FIXED_IPV4_TABLE:{"match/vrf_id":"vrf-8",
"match/ipv4 _dst":"192.168.0.0/24"}

"action" = "set_nexthop_id"
"param/nexthop_id" = "s1"

NETWORKING

"ASIC_STATE:SAI_OBJECT_TYPE_ROUTE_ENTRY:{"dest":"192.168.0.0/24",
"switch_id":"0id:0x21000000000000", "vr

"SAI_ROUTE_ENTRY_ATTR_NEXT_HOP_ID" =

":"0id:0x3000000000008"}
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Packet I/O
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Integration - Packet 1/O pel

N NETWORKING
SDN Controller N
P4Runtime Existing SONiC
) Applications
[ P4Runtime App ]
netlink socket \\ user space
kernel space

genetlink driver \ send_to_ingress Etherneto | --- EthernetN

psa m p le gen l_pﬁ \ @ Packets on this netdev
are sent to ingress pipeline

o Vendor ASIC Kernel Module ]

(
filtered packets; L
Sl n A
g1 GLOBAL

additional metadata
Packets over CPU port
o2 SUMMIT

Switching 'S >
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Demo
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Use Case: L3 Routing & WCMP

Use a converged view of the fabric failure @ q
topology to: £ st 52
e Compute the global routing table
e Assign optimal weights for <>

balanced traffic g L L2

30G ~ 30G 30G ~ 30G

...... OCP
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host

Use case details: PINS: P4 Integrated Network Stack, 2021 P4 Workshop
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https://opennetworking.org/wp-content/uploads/2021/05/P4-WS-RamanWeitz.pdf

Demo: L3 Routing & WCMP 2eS

o. () \
A
l TRELULIS

eeeeeeeeeeeeeeeeeeeeee

\_ J

g\ ONF Booth P4Runtime
o . gNM|
ol Location

* ENTRANCE/EXI * EXPO HALL STAGE ﬁ IGHTNING TALK THEATER
[ o BY (15'W x 10°D)
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Roadmap
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Roadmap

SONiC Release

Release Date

Features

202111 - MVP 202206
Nov. 30, 2021 June 30, 2022
e P4Runtime Application e SAI P4 Program
e SAI P4 Program o Hash configuration
o L3 Admit/VRF o L2 FDB/VLAN
o |IPv4 /IPv6 Routing o SVI
o WCMP Next Hop Groups e Critical State
o Configurable ACLs e Open System Test
e Packetl/O Framework
e P40rch with Response Path o Test Cases
e Integration with ONOS
e |Internal System Testing
e SAl P4 Extension Path (delayed)

OPEN POSSIBI

®
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NETWORKING
Future

2022+

e Response Pathin
other Orchs

e SAI P4 Program
o VxLAN
o Other tunnels

e gNOIl support

y A
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Community - PINS Working Group BeS

o0 & PINS - Open Networking Foun: X + (]

* Working group formed in 2019

PINS Commantiy * Multiple Use Cases (Data
center, 5G, ...)
£ ARISTA ol one TN INE
Alibaba Group NS = CISCO.
Google Innovium' intel. <InviDIA

PINS “MVP” is part of the SONIC.202111 o
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Call to Action 3&%

e TryoutPINSinthe SONiC.202111 release!
e Join the SONIC PINS Subgroup

e Commenton and contribute to PINS high-level designs (HLDs)

e Help us build the next set of features for upcoming releases
o PINS “MVP” Pull Requests
o SONIC repos: sonic-pins, sonic-swss, sonic-swss-common, sonic-buildimage

o Active development in the ONF PINS Working Group repos
/ OCP
/ QN GLOBAL
T SUMMIT

NOVEMBER 9-10, 2021

OPEN POSSIBILITIE


https://groups.google.com/g/sonic-pins-subgroup/about
https://github.com/pins/SONiC/blob/master/doc/pins/pins_hld.md
https://github.com/Azure/SONiC/issues/841
https://github.com/Azure/sonic-pins
https://github.com/Azure/sonic-swss
https://github.com/Azure/sonic-swss-common
https://github.com/Azure/sonic-buildimage

Thank you!
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