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> What is DCO5S

Data Center Operating 5ystem

Full Features

» Server management

» Network device management
» Configuration management
» Alarm management

Modular & Hierarchical Design

» [Modular by feature

» [MNodule based installation

» Support distributed and central
deployment

IManagement engine for private cloud
over critical IT resource

Born Out Of

» Tencent million server operation

» Tencent's complex business
scenario

» Tencent hardware device diversity

Availability & 5calability

» Rich open API to support
customized service development

» Disaster recovery oriented for
data and service with 2R
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> DCOS Functional Block Diagram |
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> DCOS Function List
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> DCOS Modules - CINDB

» Based on Tencent's years of experience in IDC operations.
» [t covers lifecycle management of physical information such as servers, network

devices and so on.
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> DCOS Modules - 5erver ITlanagenﬁ'ilent

» Based on Tencent's deployment experience of hundreds of models, and management

experience for massive servers.
» Responsible for the management of physical servers, including automatic resource

discovery, out-of-band management, 05 deployment, and remote control.
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> DCOS Modules - Server Monitor

» Software and hardware information collection and alarm, while providing middleware
monitoring and custom data reporting.

05 Basic Monitoring Hardware Monitoring

» CPU/Memory » Power&Fans

» Disk/IO » lNetwork Card&IMemory

» TCP/UDP/Network Card > HardDisk&Raid

S » Temperature

APP&INiddleware Monitoring Custom Monitoring

» Process&Port. » Provide reporting tools to support
» Custom configuration for business custom report data.

middleware monitoring, such as
mysql and so on.
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>»> DCOS Modules - Network Monitor

» Responsible for collecting port configuration, port traffic information, device logs,
session traffic, and network quality detection.

ﬁ v" 8NMP - Custom configuration acquisition template

Port configuration, infout traffic, device status; abnormal discovery, etc.

D v' Device Logs - Custom alert keyword template

nE’tW_OI' k Syslog collection, port-level log alarms.
[Monitor

R v Network quality detection - Custom probe task
Network anomaly, network packet loss & delay.

@ v Sessijon traffic - (src_ip, dst_ip, src_port, dst_port, protocol, direction)

Support sflow/netflow/netstream protocol, collect traffic and sumimarize storage.



> DCOS Maodules - Alarm [Mgmt
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» Provides alarm strategy configuration, alarm judgment, alarm deduplication, alarm

masking, alarm notification, and alarm recovery.
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> DCOS Project Landed & Openess

* More than 15 cloud customers landed.

CmbDB Server Related
* Server size ranges from a few hundred to
- IDC * File transfer tens of thousands.
* Server * Command .
. Network Device execution ill ||| “H * Customer types include banks, exchanges,

* IP Resource
« IDC line
* IDC Export

05 deployment
* DOob mgmt
* Server maonitor

To Be Continue

Project landing

internet companies, etc.

* Multiple domestic and

Alarm Related == / international patents.
- Custom alarm - Network e Ao IVV - CMDB has internal open source,
management ualit . .
o daats ) Software open Pl other modules are being carried
* Server alarm * Sessijon traffic Open Source
management * SNMP out one after another.
* Network alarm * 545100
management * Hardware

monitor
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