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Cloud Systems Demands High Up-time

* Secure

* Reliable

* Predictable performance

* Highly available

* No perceived service interruption
* No data loss

* Etc.
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Cloud Firmware Update Challenges

1 - Firmware J(O— .. /O

> Today’s OCP system contains many
hardware components with firmware

B System Firmware — BIOS, BMC, etc.

® Device Firmware — Microcode, Network,
Storage, PSU, etc.

ﬁ Processor Socket

» Over life time of the system, the firmware
components are upgraded to address:

=BIOS _

" Security, power, performance, bug fixes,
debug/telemetry, etc.

Processor Socket

i
i

» In most cases, system is rebooted to activate
new firmware
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Key Aspects to Cloud Firmware Updates

= Supply chain integrity

» Ease of deployment at scale

" |mpact less updates

= Automatic Recovery / Rollback

= Audit trails

= Root of trust

" Low boottime

Configuration / Policy management
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Cloud Demands High Service Availability :(&
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Runtime FW Upgrade Solution Requires@

OPEN SYSTEM

* Security mechanism for runtime FW upgrade FIRMWARE
 FW module dependency

* Low FW activation time

 FW/OS interfaces

* OS support
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Runtime Firmware Activation Security =&

OPEN SYSTEM

* Boottime FW attestation is not sufficient to handle FIRMWARE
runtime FW changes

* OCP Security Project includes mechanism for Runtime
attestation

o Cerberus provides RoT and attestation

o New firmware additions are added to the Platform
Firmware Manifest (PFM) and reported as Platform

Active RoT (PA-ROT)
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FW Module Dependency

OPEN SYSTEM

* Similar to boot time FW module compatibility, the FIRMWARE
runtime FW module compatibility need to be verified
before activation

* |f runtime FW activation fails, proper roll back need to be
followed, otherwise may end-up with non-compatible
state
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FW/OS Interface Support

OPEN SYSTEM

» Host OS understanding of FW capabilities FIRMWARE
* Host OS preparing the OS subsystem for FW activation

* BIOS/BMC/End-point Devices/OS interactions for enabling
new FW
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Summary and Call to Action

* OCP systems are used in cloud that require high service
availability.

* High availability needs modular firmware updates and
activation

* Getinvolved into Open System Firmware
* https://www.opencompute.org/projects/open-system-firmware
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https://www.opencompute.org/projects/open-system-firmware
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